"- el

HNugopMmanonHasi naMATKAa V11 HECOBEPILLIEHHOJIETHHX 110 BOIIPOcaM

KuoepoesonacHocTH B cetH «HTepHED)

KoMnblTepHbI€ BUPYCHI

KomnproTepHelii BHpPYC - 3TO Pa3sHOBUIAHOCTh KOMIIBIOTEPHBIX IPOrpaMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOPOW SIBISIETCS CIIOCOOHOCTh K Pa3MHOKEHHIO (KONMMpOBaHMIO). B momonHeHume k
9TOMY, BUPYChI MOT'YT MOBPCANTH WU INOJTHOCTBIO YHUUYTOKHUTH BCC (1)aI>'IJIBI M JaHHBIC, IIOAKOHTPOJIbHBIC
10JIb30BATENI0, OT UMMEHHU KOTOPOro OblIa 3alylleHa 3apakEHHas MpPOrpaMma, a TakkKe MOBPEIUTb WU
Jla)K€ YHUYTOXKUTH ONEPALMOHHYIO CHCTEMY cO BceMH (aiimamu B 1enoM. B GonbpmMHCTBE cilydaeB
PacnpoCTPaHsIOTCS BUPYChI Uepe3 HHTEPHET.

MeT0abl 3aIIIMThI OT BPEIOHOCHbBIX IPOIrPAMM

1. Hcnone3yil COBpEMEHHBIE OIEPAlMOHHBIE CHCTEMBI, HMMEIOLIME CEpPbE3HBIA YPOBEHb
3alUTHI OT BPEJOHOCHBIX IPOTPAMM;

2. [loctossHHO ycTaHaBnuBail mnatyu (UUGPOBBIE 3aIUIATKH, KOTOpPhIE ABTOMAaTHYECKU
YCTaHaBIMBAIOTCA C LEJIbI0 JOPaObOTKHU MPOrpaMMbl) U Apyrue OOHOBJIEHMSI CBOEH OIepalioHHOM
cucrembl. CkaunBail UX TOJBKO C opuIMaIbHOTO caifta pa3zpaborunka OC. Ecnu cymiectByer pexum
aBTOMAaTU4YECKOTO OOHOBJIEHUS, BKIIIOUYH €T0;

3. PaboTait Ha cBOEM KOMIIBIOTEpE MO MPaBaMH IMOJIb30BATENs, a HE aJIMUHUCTPATOpa. ITO
HE T03BOJIMT OOJBIIMHCTBY BPEAOHOCHBIX NPOrpaMM HHCTAJIIMPOBAThCS HA TBOEM IIEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonb3yll aHTHBUPYCHBIE MPOTPAMMHBIE IPOLYKTBI HM3BECTHBIX INPOU3BOJUTEIECH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

S. Orpanuub pU3MUECKHUI TOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JINLL;

6. Hcnonw3yil BHEIHME HOCUTENM MH(OpMAlMM, TakKue Kak (Quielika, JUCK WM ¢ailn u3
WuTepHeTa, TOIbKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpeiBaii KOMIIbIOTEpHBIE (Dailiibl, MOJYyYEHHbIE U3 HEHAAEKHBIX MCTOYHUKOB. Jlaxe

TC (baﬁﬂbl, KOTOPLBIC IIPUCIIAlI TBOU 3HAKOMBIH. qume YTOYHH Yy HET'O, OTIIPABJIAI JIX OH TeOe ux.

Cern WI-FI

C nomortipto WI-Fi MOKHO MOJIy4nTh OECIIATHBIA WHTEPHET-IOCTYI B OONICCTBEHHBIX MECTaX:
Kade, OTensx, TOProBeIX HEHTPaxX U a’pomnopTax. Tak ke sBIseTcs OTIUYHONW BO3MOKHOCTBIO BBIXOJA B
NuTtepner. Ho MHOTHE SKCIIEPTHI CYUTAIOT, 4yTO oO1eaocTynHbie WiFi ceTn He sBisitoTcst 0€30TacHbIMHU.

Cogerbl 10 6e30ACHOCTH PA0OTHI B 00IEIOCTYNHBIX ceTsix Wi-fi

1. He nepenasaii cBoro nuunyro nHpopmaiuio yepes odmenocrynsasie Wi-Fi cetu. Paboras B
HUX, JK€JaTeIbHO HEe BBOJUTH MAPOJIU JOCTYIIA, JJIOTUHBI U KaKUe-TO HOMEpa;

2. Hcnonb3yit 1 OOHOBISM aHTUBUPYCHBIE NMpOrpaMMbl M OpaHamaysp. Tem caMbIM Tbl
oOe3omacuiib cedst OT 3aKaYKH BHUpPYyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnons3oBanuu Wi-Fi ortkmoun ¢ynkuuoo «OOmmit goctyn Kk  Qainam u
npuHTepam». /lanHas QyHKUUS 3aKpbITa 10 YMOJIYAHUIO, OJJHAKO HEKOTOPBIE MOJIb30BATENI AKTUBUPYIOT

e€ i ynoOCTBa UCIOJIb30BaHUs B paboTe UK yueoe;
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4. He ucnionb3yit my6nuunsii WI-FI 11 mepenaun TUUHBIX TaHHBIX, HAIPUMED, VIS BBIXOJ1A
B COLIMAJIBHBIE CETU WU B 3JIEKTPOHHYIO IIOYUTY;

o. Hcnonw3yit Tospko 3ammiiennoe coeaunenue uepes HTTPS, a ue HTTP, T.e. mpu Habope
BeO-azpeca BBOIM UMEHHO «https://»;

6. B mo6minsHOM Tenedone otkmroun Gyaknmio «lloakmouenne k Wi-Fi aBromatnyeckmy.

He nomyckaif aBToMaTn4eckoro MmoAKII0YeHNs yCTporcTBa K ceTsim Wi-Fi 6e3 TBoero cormacus.

ConuajbHble CeTH

ConmanbHasi ceTb - 3TO CalT, KOTOPBIM MPENOCTaBISET BO3MOKHOCTH JIIOJSM OCYIIECTBIIATH
oOuieHne Mexay coOoil B mHTepHeTe. Yamie Bcero B HUX JUISI KaKJOIO 4YEJIOBEKa BBIACISAETCS CBOS
JUYHAs CTPaHWYKa, HA KOTOPOM OH yKa3bIBaeT O cebe pa3auuHylo MHPOpMallMio, HAuWHas OT UMEHH,
bamMuuM W 3aKaH4YMBas JIMYHBIMU (QoTtorpadusiMu. MHOTHE TNOJb30BaTENd HE IOHUMAIOT, 4YTO
uH(popmalus, pa3MelleHHass UMHA B COIMAIBHBIX CETAX, MOXET ObITh HaiileHa M HMCMOJb30BaHa KEM

YTroJHO, B TOM YHUCJIC HE 00s3aTeNpHO ¢ OJaruMu HaMCpPCHUAMMU.

OcHOBHBIE COBETHI 110 0€30IACHOCTH B COIMAJIbHbIX CETSX:

1. Orpanudb cOMcoOK Apy3ei. Y Te0s B Apy3bsAX HE JOJDKHO OBITh CIyJalHBIX U HE3HAKOMBIX
IO,

2. 3amuinai CBOXO YacTHYIO *W3Hb. He ykaspiBail mapomnu, TenedoHsl, aapeca, AaTy TBOETO
POXIEHUS U JAPYryl0 JHYHYI0 HHPOpPMaLUio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJb30BaTh Jaxe
MH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTENHN IUIAHUPYETE MPOBECTH KaHUKYJIBI,

3. 3amuiiail CBOO pemyTaluio - AepKHU ee B YUCTOTe U 3ajaBail cebe BOImpoc: XOTel Obl Thl,
9yTOOBl JpYyrue IMOJIb30BATEeNM BHJENIHM, 4YTO Thl 3arpyxkaemb? [logymaii, mnpexiae uemM 4YTO-TO
OMyOJIMKOBATh, HAMKICATD U 3arPY3UTh;

4. Ecnu 1Bl roBOpHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE MCHOJb3YH CBOE pEajJbHOE UM U
JIPYTyIOo JIMYHYIO HHPOPMAIIUHU: UMSI, MECTO JKUTEIbCTBA, MECTO yueObl U IIPOYEE;

5. N36eraii pazmenienus ¢dororpaduii B IHTEpHETE, I Tl M300paKeH HA MECTHOCTH, TIO
KOTOPOM MOXHO OINpPEAEIUTh TBOE€ MECTOTIOJIOKEHHUE;

6. [Ipu peructpanuu B COIMAIBHOM CETH HEOOXOIUMO HCIIOIb30BaTh CIOXKHBIE MapoJiy,
cocrosiue U3 OyKB ¥ QP U C KOJIUIECTBOM 3HAKOB HE MEHee §;

7. Jlis couManbHOM ceTH, MOYTHl M APYruX cailToB HEOOXOAMMO HCIOJIb30BaTh pPa3HbIE
naposu. Toraa eciau TeOs B3J0MAIOT, TO 3JI0YMBIIUIEHHUKH MOJIYYaT JTOCTYI TOJBKO K OJJHOMY MECTY, a

HE BO BCE cpasy.

JIEeKTPOHHDLIE TeHLI'H

QHCKTpOHHLIe JACHBI'M — OTO0 OYCHb y,[[O6HLIfI croco0 HJ'IaTC)KeI\/’I, OJIHAKO CYyHICCTBYIOT
MOIICHHUKHU, KOTOPLIC XOTAT HNOJYYHUTDb 3TU ACHBI'U.
QHCKTpOHHLIe ACHbI' TIIOABHJIMCH COBCEM HCIABHO MW HWMCHHO H3-3a 3TOTO BO MHOT'HX

rocyaapCrBax 10 CHUX IIOP HEC NPOIMCAaHO IIPO HUX B 3aKOHAX.
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B Poccum xe oHM (QYHKIHMOHUPYIOT U O HUX Y)K€ MPOIHCAHO B 3aKOHE, TZI€ UX PA3AeNAIOT Ha
HECKOJIbKO BUJIOB - aHOHUMHbBIE U HE aHOHUMHbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
pasperiaercss MPOBOAWTH OmNepauuu 0e3 WACHTH(PHUKAIKUK TOJb30BaTENsd, a B HE AHOHUMHBIX
UACHTU(PHUKAIIMH TTOJTB30BATENS SIBISIETCS 0053aTEIbHOM.

Taxoke ciemyeT pa3audarh dJIEKTPOHHbIE (PMATHBIE IEHBIU (PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM) U

AIIEKTPOHHBIC He(pUaTHBIE IEHBIU (HE PAaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30IIaCHOM padoTe ¢ 3JIeKTPOHHLIMHI J€eHbTaMH

1. [IpuBsixu K cuery MOOWIBHBIN TenepoH. DTO camblii yHOOHBIM M OBICTPBI C€rocoO
BOCCTaHOBUTH JOCTYN K cuery. [IpuBsizanHbIii TenedoH TMOMOXKET, €ciau 3a0yellb CBOW IUIATEKHBIN
MapOoJIb WU 3aiielIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yit ogHopaszoBsie maponu. Ilocie mepexona Ha yCUIIEHHYIO aBTOPH3AIMIO TeOe
yKe He OYJIeT yrposkaTh OMACHOCTh KPaXKU WM NepexBaTta IaTeKHOTo HapoJis;

3. Bri6epu cnoxnblif naposb. [IpectynHukam Oyner He MPOCTO yraiaTh CIOXHBIA MapoJb.
HanexxHble maposin — 3TO mapoJiv, KOTOPBIE COJIEPKAT HE MEHee 8 3HAKOB U BKIIIOYAIOT B c€0s1 CTPOUHBIE
U TpomHcHble OYyKBBI, LHU(PHI M HECKOJBKO CHMBOJIOB, TaKHe KaK 3HaK Jojuiapa, (yHTa,
BOCKJIMIIATENbHBIN 3HAK U T.11. Hanmpumep, StROng!;;

4, He BBOM cBOM MMYHBIC JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSIEIIIb.

DJIEeKTPOHHAS I0YTA

DNeKTpOHHAas MOoYTa — 3TO TEXHOJOTUS U MPEAOCTaBisieMble €0 YCIYI'M IO MEepechbUlKe U
MOJIyUYEHUIO DJIEKTPOHHBIX COOOIICHUH, KOTOpBIE paclpelelisiioTcs B KOMIbIOTepHOH ceTu. OObIYHO
AJIEKTPOHHBIA TOYTOBBIN SIIUK BBITJSIUT ClEIYIOIUM 00pa3oM: KM IOJb30BaTEISI(@UMS_JTOMEHA.
Taxxe kpome nepeaun MpoCTOro TeKCTa, MMEETCs BOZMOKHOCTh TiepeaBaTh (ailiibl.

OcHOBHBIE COBETHI 110 0€30ACHON padoTe ¢ IJICKTPOHHO MOYTOM:

1. Hamo BbIOpaTh mpaBuUiibHBIN MOYTOBBIM cepBHc. B MHTepHETE €cTh OrpOMHBIA BBIOOD
OecIuIaTHBIX [TOYTOBBIX CEPBUCOB, OJIHAKO Jy4llIe JOBEPATh TEM, KOI'O 3HACIIb U KTO MEPBbIi B peUTHHTE;

2. He ykaspiBail B nuuHOW noure auuHyro HH(opmanumio. Hampumep, mydrie BblOpath
«MY3bIKaIbHBIN _(paHaT@» uinn «pok2013» BMecTo «remal3»;

3. Hcnonp3yit [BYX3TalHYO aBTOPU3ALUI0. DTO KOTJa IOMUMO HapoJis HYXKHO BBOJHUTH KOJ,
pucbUIaeMbli 0 SMS;

4. Beibepu cnoxHbli maposb. g KakAoro MOYTOBOTO SIIMKA JIOJDKEH OBITh CBOM

HaJICKHBIM, YCTOWUUBBIN K B3JIOMY I1apOJIb;

5. Ecmn ectb BO3MOXKHOCTH HamucaTbh CaMOMY CBOW JIMYHBIA BOIIPOC, MCHOJIB3YH 3Ty
BO3MOYKHOCTD;
6. Hcnonb3yil HECKOIBKO MOYTOBBIX SIIUKOB. IlepBbIi JIsI 4YacTHOM TNEPENUCKUA C

azipecaTaMi, KOTOPBIM ThI IOBEPSIELIb. JTO NEKTPOHHBIN aipec HE HAJ0 UCIOJIb30BaTh MPU PETUCTPALIUU
Ha Qopymax H caiiTax;
7. He otkpsiBaii (hailsiel U qpyrue BIOKEHUS B MHCbMaxX Ja)ke €ClIM OHU HPUILIH OT TBOUX

npy3eit. Jlydine yTouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TU (haiibl;
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8. [Tocne okoH4anust pabOThI HAa IOYTOBOM CEPBUCE MEPE]] 3aKPHITUEM BKIIAJKHU C CAUTOM He

3a0y/ib HAXKATh Ha «BBIATHY.

KnoepOoyaauHr ujid BUPTYAJILHOE H31€BATEILCTBO

KubepOymnuHr — mpecieoBaHue COOOIIEHUSMH, COACPKAIIMMU OCKOPOJICHHS, arpeccHro,
3aIllyruBaHuEC; XYJIUTaHCTBO, COIIUAJIBHOC 6OI\/JIKOTI/IpOBaHI/Ie C IOMOIIBIO PA3JIMYHbIX UHTCPHET-CCPBUCOB.

OCHOBHbBIE COBETHI 10 00PL0E ¢ KHOEPOVIJIMHIOM:

1. He 6pocaiics B 60ii. JIydmmii crioco6: mocoBeToBaThCs Kak ceOsi BECTH U, €CIIA HET TOTO, K
KOMY MOXHO OOpaTUTbCs, TO BHAyaje YCIOKOUThCA. Eciu Thl HauHelb OTBEYaTh OCKOPOJEHUSMH Ha
OCKOpOJIEHUS, TO TOJIBKO €1lle 00JIbIIEe PA30AIKEIb KOHPIHKT;

2. VYmpasnsii cBoel kubeppenyraiuei;

3. AHOHMMHOCT, B ceTM MHUMas. CyllecTBYIOT CNOCOOBl BBISICHUTb, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTout Bectu xynuranckuii o0pa3 BUpTyainbHO ku3HU. IHTEpHET dukcupyeT Bce TBOU
JEUCTBUS M COXPAHSET UX. Y IAUTh UX OyAET KpailHe 3aTpyTHUTEIHHO;

5. Benu ce0st BEXKIIUBO;

6. Urnopupyit eaunuunbiii HeratuB. OJHOpa30BblE OCKOPOUTENBHBIE COOOIIEHHUS JIydllle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcsl Ha Ha4yaJlbHOW CTa M,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSMH, B COITMATBHBIX
CETAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKHU COOOLICHUI C ONPEAEICHHBIX aIpECOB;

8. Ecim 11  cBuzmerens  kuOepOymimHra. TBoum  AeHCTBUS:  BBICTYNHTb  IIPOTHUB
IpecienoBarens, Moka3aTb €My, YTO €ro JeHCTBHMsS OLICHMBAIOTCS HEraTUBHO, IOJJIEP’KaTbh >KEPTBY,
KOTOPOH HY)KHa IICUXO0JIOTHYECKask MOMOILb, COOOIIUTE B3pOCIBIM O (haKTe arpecCUBHOIO NOBEJICHUS B

CCTH.

MoounabHbli Teaedon

CoBpemeHHbIE CMapTQOHBI U IJIAHIIETHI coJepKaT B cebe BIIOJIHE B3pOCibl (PyHKIIMOHAN, U
Terepb OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMH KOMITbloTepamMu. OHAKO, CPEACTB 3alUThI JJIs
MOJ0OHBIX YCTPONCTB MOKa OUeHb Maso. TecTupoBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOAUT HE TaK
uHTeHCUBHO, Kak 171 1K, To jxe camoe kacaeTcsi 1 MOOMIIbHBIX MTPHIIOKEHUH.

CoBpemeHHbIE MOOUITEHBIE Opay3epbl YK€ MPAaKTUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmupene QyHKIIMOHalIa BIedeT 32 C000 OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He BcCe TMPOU3ZBOJAUTENM BBITYCKAIOT OOHOBIEHUS, 3aKpPHIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /LISl 0€30MACHOCTH MOOWJILHOIO TeJiedona:

1. Byap ocToposkeH, Beqp Korja Tebe mpeiaraoT OeCIuiaTHbI KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KaKHe-TO TUTATHBIE YCIIYTH;

2. Hymait, mpexxae ueM oTnpaButh SMS, $hoTo mnu Buneo. Thl TOUHO 3HACIIB, T/Ie OHU OyIyT
B KOHEYHOM HTOTE?

3. Heo0x011M0 0OHOBIIATE OMEPALMOHHYIO CHCTEMY TBOETO CMapT(OHa;
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4. Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JJ1s1 MOOMJIBHBIX TeNIE(OHOB;

o. He 3arpyxail npuiio)keHHs OT HEHU3BECTHOI'O WCTOYHMKA, BEAb OHM MOIYT COACPKAaThb
BPEIOHOCHOE IPOrPAMMHOE 00ECIICYECHUE;

6. [locme Toro Kak THI BBIHCHIH C CaifTa, TJe BBOAWJ JIMYHYIO HWHGOpPMAIMIO, 3alid B

HacTpoiiku Opay3epa u ynaimm cookies;

1. [Tepuoanuecku mpoBepsii Kakue MIaTHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBail cBoil HOMep MOOMJIBHOIO Teae(OHA TOJBKO JIFOJSM, KOTOPBIX Thl 3HACLIb U KOMY
JOBEpSIEIIb;

9. Bluetooth nomxen ObITH BBIKITIOYEH, KOTJIa ThI UM HE ToJib3yemibes. He 3a0biBait nHOTIA

IIPOBEPSATH ATO.

DUINMHT WM KPAajKa JUYHBIX JAHHbIX

I'maBHas wuenp @uumuuHr - BuAa VHTepHET-MOIIEHHUYECTBA, COCTOMT B  IOJIy4YEHUH
KOH(UIEHIIMAIBHBIX JaHHBIX MOJb30BaTeNell — JOrMHOB U mapoieil. Ha anrmumiickom si3bike phishing
yutaercs Kak QuiuHr (oT fishing — pei6Hast noBis, password — napouib).

OCHOBHBIE COBETHI 110 00pPL0E ¢ PUINUHIOM:

1. Cnenun 3a cBOMM akkayHTOM. Eciii ThI Mo103peBaeiiib, 4TO TBOS aHKeTa ObliIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKHPOBAThH €€ U COOOIINTh aJIMUHICTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Hcnonw3yit 6e3omacHbie BeO-CalThl, B TOM YHCJIEC, HWHTEPHET-MAara3uHOB M TTOMCKOBBIX
CHCTEM;

3. Hcnonw3yit clioKHBIE W pa3HbIe Mapoiu. TakuMm o0pa3oMm, eciu TeOs B3JIOMAloT, TO
3JI0YMBIIIICHHUKH TOJTYYaT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPOMUITIO B CETH, & HE KO BCEM;

4. Eciu Tebs B3omanu, TO HEOOXOIMMO HPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTODBIC
noOaBiieHbl y TeOsS B APY3bSX, O TOM, 4YTO TeOs B3JIOMalld M, BO3MOXXHO, OT TBOEr0O HMMEHH Oyzaer

PacCChblIAThCs CIIaM U CCBIJIIKHM Ha (1)I/IH_II/IH1"0BBIG CaﬁTBI;

5. VYcranoBu HanexHbIH maposb (PIN) Ha MoOMIIbHEIN TenedoH;
6. OTkirouM coxpaHeHue mapoJisi B Opaysepe;
7. He otkpsiBaii (hailiiel ¥ Jpyrue BIOKEHUS B MHChbMaX Ja)Ke €CIU OHU MPHUILIH OT TBOUX

npy3ei. Jlydiie yrouHu y HUX, OTIPABIISUIM JIM OHU Tebe 3TH (aiiibl.



