NudopmannonHass naMATKA /151 00y4AKOMIUXCH JJIA PasMelleHu s
Ha opuuuaabHbIX UHTEpHET-pecypcax

C KaXIAbIM TOAOM MOJIOACKH B HMHTCPHCTC CTAHOBHUTLCA 60J'II>III€, a
MKOJbHUKKM OJHH H3 CaMbIX AKTHBHBIX M10JIb30BaTENICH PYHeTa. MG)K,ZIy TCM,
IIOMHUMO OI'POMHOI'0 KOJIMYCCTBA BOBMO)KHOCTCfI, HHTCPHET HCCCT U HpO6H€MBI.
OTa namsaTKa JOJDKHA ITIOMOYb TeOe Oe30macHo HaXOAUTHCA B CCTH.

Komnvromepnvie supycoi

KoMmbroTepHslii BUPYC — 3TO PAa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrPaMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBJSIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYCBHl MOTYT ITOBPEAUTH WIH IOJTHOCTHIO YHHUUYTOXHTH
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE MOJIb30BATEN0, OT UMEHH KOTOPOTo Oblia
3alynieHa 3apak€HHas IporpaMma, a TakKe IOBPEAUTh WIH JaXe YHUUYTOXKHUTH
OIEpaIIOHHYI0 CUCTEMY CO BcemM (paillaMu B LIeJIOM. B GonbpIIMHCTBE CilydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

Metoapl 3aUThI OT BPEIOHOCHBIX IIPOIPAMM:

1. HUcnonb3yil COBpEMEHHBIE  OINEpPAlMOHHBIE  CUCTEMBI, HMEIOIIHE
CEpBE3HBIN YPOBEHb 3aLIUTHI OT BPEIOHOCHBIX MPOrPaMM;

2. TloctosHHO YycTaHaBnmuBal matyu (MUQPPOBBIE 3aIUIaTKH, KOTOPHIE
ABTOMATUYECKH YCTAaHABIUBAIOTCS C LEJIbIO OpPAOOTKH MpPOrpaMMbl) U
JIpyrue OOHOBJIEHUSI CBOEH omnepanuoHHOM cuctembl. CkauWBaid HX
TOJIbKO ¢ oduiuaibHoro caiirta paspadorunka OC. Ecnmu cyiecTByeT
PEXXHUM aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEpE TMOJ TpaBaMU IOJb30BATENsl, a HE
aJIMMHUCTpaTopa. OTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IPOrpaMM MHCTAJLIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEDE;

4. Ucnonb3ylh aHTUBUPYCHBIE MPOTPaMMHBIE TPOAYKTHI HU3BECTHBIX
MIPOM3BOJIUTEIICH, C aBTOMATHYSCKUM OOHOBJICHHEM 0as3;

5. Orpanudb GU3MYECKHI TOCTYI K KOMIBIOTEPY JIJIsi TOCTOPOHHUX JIMII;

Hcnons3yil BHEUTHUE HOCUTENM MH(MOPMAIK, Takue Kak ¢Jelmika, JUCcK

WK (ailsl U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOUHUKOB,;

/. He otkpbiBail KoMmblOTEpHBIE (HaliIbl, MOJYYEHHBIE W3 HEHAIEKHBIX
ucTouHUKOB. [laxke Te ailsibl, KOTOpble NpHCIal TBOM 3HAKOMBII.
Jlyumie yTo4HM y HEro, OTIPAaBJIISII JIM OH TeOe UX.

o

Cemu WI-FI

Wi-Fi - 310 He Buj nepenaun JaHHBIX, HE TEXHOJIOTHSI, & BCETO JIUIIb OpeHI,
mapka. Eme B 1991 rony HuaepiaHackas KOMITAHHS 3apeTrUCTpPUpOBajia OpeH.
«WECA», uro o0o3nauanmo cnoBocouertanue «Wireless Fidelity», koropsrii
NEPEBOIUTCS KaK «OeCIpOBOAHASI TOUHOCTb.
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Jlo Haiero BpeMeHH Jioluia apyras abOpeBuarypa, KoTopas siBJIsSETCS TaKon
e TexHojoruen. Dto abbpeuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BBICIIMK 3ByKoBoM TexHuku Hi-Fi, 4ro B mepeBoje
03Ha4YaeT «BBICOKASI TOUHOCTH.

Jla, GecriaTHBIM MHTEPHET-AOCTYI B Kade, OTens X U adpornopTax SBISCTCS
OTIIMYHOW BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTHE 3KCHEpTHl CUMTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBistOTCS 0€301aCHBIMHU.

CogeTsl 10 6e30macHOCTH paboTe B 00men0cTynHbIX ceTsix Wi-fi:

1. He nmepenapaii cBoro JuuHyr0 UHGOPMAIMIO Yepe3 o0Ie0CTyHbie Wi-
Fi cern. PaGortas B HHX, KelaTeabHO HE BBOJAWUTH MApOJIM JOCTYIIA,
JIOTHHBI U KAKUE-TO HOMEPA;

2. Ucnonw3yit u OOHOBIISII aHTUBUPYCHBIE TIPOrpaMMbl U OpanaMayep. Tem
caMbIM Tbl 00€30MacHIllb ce0s1 OT 3aKaYKH BUPycCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonws3zoBanuu Wi-Fi otkimoun Qyskuio «OO0mui goctyn K
daiinam u npunTepam». JlaHHas (QYHKIMA 3aKpbiTa MO YMOJYAHUIO,
OJIHAKO HEKOTOpbIE TMOJB30BATENIM AaKTUBHPYIOT €€ I yaoOcTBa
UCIIOJIb30BaHUs B paboTe nin ydeoe;

4. He wucnons3yit nyomununsii WI-FI nng mepenauum JUYHBIX JAHHBIX,
HaIpuMep IS BbIXOJAa B COLIMAJIBHBIE CETH WIIU B AJIEKTPOHHYIO MOYTY;

5. Hcnonw3y# Tonbko 3amuiieHHoe coenunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOmieHOM Tenedone oTkiroun ¢yHkiuo «llogkmrouenne k' Wi-Fi
aBTomMathueckn». He pgomyckail aBTOMATUYECKOrO MOAKIIOYEHUS
ycTpoiicTBa kK ceTssMm Wi-Fi 6e3 TBoero cormacusi.

COI/!MCUleble cemu

CornuanbHble CETH aKTUBHO BXOJST B HAITy JKM3Hb, MHOTHE JIFOAN pabOTarOT
W KUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Muyuimap;] 4eJI0BeK,
YTO SIBJSIETCS OJHOM CeAbMOM BCEX KMTEJICH IIaHeThbl. MHOTrHE I10JIb30BaTeId HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHass UMU B COITMATIBHBIX CETAX, MOXKET
OBITh HaliJleHa W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJIE HE 00s3aTeNIbHO C
OJIaruMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COI[UATBHBIX CETSIX:

1. Orpanuub cnucok Japy3eid. Y T1eOs B JIpy3bsX HE JOJKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIFOJEH;

2. 3amumiaii CBOIO YacTHYIO XU3Hb. He ykaspiBail mapoiu, TeiaeQoHBI,
ajpeca, JaTy TBOETO POXICHUS U JAPYTyI0 JWYHYI0 HWH(OPMALHIO.
3M0yMBIIIJICHHUKH MOTYT HCIOJIb30BaTh Jaxe MHPOPMAILHIO O TOM, KaK
Thl U TBOU POJUTENH IUIAHUPYETE MPOBECTU KAHUKYJIBI;
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3. 3amumiail CBOIO pemyTaluio - JEepKM €€ B YMCTOTEe U 3aJaBail cebe
BOMPOC: XOTed OBl ThI, YTOOBI JPYrHM€ IOJIb30BATEIN BUJEIH, UTO Thl
3arpyxaems? [logymaii, mpexae 4em 4To-To OnyOIMKOBaTh, HAMCATH U
3arpy3uTh;

4. Ecnu Tl TOBOpULIb C JIIOJbMHU, KOTOPBIX HE 3HACIIb, HE UCMOJIb3YH CBOE
peaJlbHOE UM U JIPYIyl0 JIMYHYIO HWHGOpMalUuu: HMs, MECTO
KUTEJBCTBA, MECTO YUeObl U MTPOYEE;

5. M3b6eraii pasmemenus ¢otorpaduii B MiaTeprere, rie Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEEIUTh TBOE MECTOIOJIOKEHUE;

6. [Ipu peructpanu B COLMAIBHOW CETH HEOOXOJUMO HCIIOIb30BATh
CJIO’KHBIE MapOJIH, COCTOSIINE U3 OYKB U UG U ¢ KOJINIECTBOM 3HAKOB
HE MeHee §;

/. Insg couuManbHOM CETH, MO4YThl M JPYTrUX CalTOB HEOOXOIUMO
UCIOJb30BaTh pa3Hble Mmapoiu. Torga ecau TeOs B3JIOMAIOT, TO
3JIOYMBIIUIEHHUKH ITOJIy4aT JOCTYH TOJBKO K OJTHOMY MECTY, a HE BO BCE

cpasy.
DnexkmpoHHbvle OeHbeU

SHeKTPOHHBIC JCHBI'HM — 3TO OYCHDb y,Z[O6Hblﬁ crroco0 HHaTe)Keﬁ, OJHAaKO
CymeCTBYIOT MOIICHHHUKHN, KOTOPBIC XOTAT MMOJYYHUTh OTH JCHBI'U.

QHCKTPOHHBIG JACHBI'H IIOABHUJINCH COBCEM HCOAABHO 1 KMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCcyaapCTBax A0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (PYHKITMOHMPYIOT M O HUX YK€ TIPOMHUCAHO B 3aKOHE, T
UX pa3JeNIIIoT Ha HECKOJIbKO BHIOB — aHOHMMHBIC M HE aHOHWMHBIC. Pa3Huiia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3periaeTcs MPOBOJAUTH OIepalun 0e3
UJISHTH(PUKAIINY TT0JIH30BATEIs, @ B HCAHOHUMHBIX WIECHTH(PUKAIINHN TTOIb30BaTEIIS
SIBIISIETCS 00s3aTEIIHLHOM.

Taxxke crnemyer pasnuyaTh dJIEKTPOHHBIE (HUaTHBIE OEHBIU (paBHBI
rOCyJIapCTBEHHBIM BAJIIOTaM) M JJIGKTPOHHBIC HE(PUATHBIC CHBIU (HE DPaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTe C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsku K cuery MOOUIBHBIN TenedoH. DTO camblii yAOOHBIA U
OBICTPBIN CITOCOO BOCCTAHOBUTH JOCTYM K cuery. [IpuBsizanHbiil TenedoH
MOMOKET, eclii 3a0yJelib CBOM IUIATeXKHBIA TMapoJib WK 3aijiellb Ha
CalT C HE3HAKOMOI'O YCTPOMCTBA;

2. WUcnone3yit oaHopa3oBble maposid. [locne mepexoga Ha YCHUIICHHYIO
aBTOpHU3ALMIO TeOe yke He OyIeT yrpokaThb ONACHOCTh Kpaku WU
nepexsaTa IIaTeXHOro napoJis;

3. Boibepu cnoxsblii mapoib. [IpectynmHukam Oyner He MpOCTO yraaathb
CIOXHBIM Tmaposib. HanexHele maposmm — 3TO Mmapoyid, KOTOpbIE
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4.

colepKaT HE MeHee 8 3HAaKOB M BKJIIOYAOT B €€0s CTPOYHBIE H
NPOINHUCHBIE OYKBBI, HU(PPHl U HECKOJbKO CHMBOJIOB, TaKH€ KakK 3HaK
noJutapa, pyHTa, BOCKIUIATENIbHBIN 3HaK ¥ T.11. Hampumep, $tROng!;;
He BBOJIM cBOM JIMUHBIE TaHHBIE HA cailTaX, KOTOPHIM HE JOBEPSEIIb.

9ﬂ€Kmp0HHCl}Z nouma

DJIEKTPOHHAS MOYTa — 3TO TEXHOJOTHS U MPEAOCTABIISIEMBIE €10 YCIYTH T10
MEPECHUIKE U MOTYUYECHUIO AJIEKTPOHHBIX COOOILEHHM, KOTOPBIE PacIpeeistoTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBIN MOYTOBBIA SIIIUK  BBITJISIUT
CJIETYIONTUM 00pa3oM: UMsI_TTOJIh30BaTEIA(@WHUMS_JTIoMeHa. Takxe KpoMme mepeaadn
MPOCTOr0 TEKCTA, UMEETCS BO3MOKHOCTh NIepeaBaTh (Paiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C JICKTPOHHOM MOUTOM:

1.

Hano BbIOpaTh mNpaBUIBHBIN TOYTOBBIA CepBUC. B HHTEpHETE ecTh
OTPOMHBIA BBIOOp OECIIATHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIy4IIe
JIOBEPSITH TEM, KOI'O 3HACIIb U KTO MEPBBIA B PEUTUHIE;

He yxa3piBail B InuHO# mouTe nunyto nHpopmanuto. Hanpumep, myudie
BBIOpATh «MY3bIKaIBHBIN (hanat@» umu «pok2013» BmecTo «Temal3»;
Hcnonp3yil ABYX3TalmHyI0 aBTOPU3AIMI0. JTO KOTJa MOMUMO MapoJs
HY>KHO BBOJUTH KOJI, MPpUCBUIAaEMbIN 110 SMS;

BoiOepu crnoxHblid maponb. s KakIOro Mmo4yToBOro SIIHMKA JOJIKEH
OBITh CBOM HAJEKHBIN, YCTOMYUBBII K B3JIOMY MapOJib;

Ecnun ecTp BO3MOXKHOCTH HamucaTh CaMOMY CBOW JIMYHBIM BOMPOC,
WCMOJIB3YH 3TY BO3MOKHOCTB;

HUcnonb3yli HECKOJIBKO TMOYTOBBIX SINUKOB. llepBblid myisi 4acTHOM
NEPENUCKU C aJpecaTaMH, KOTOPBIM Thl JIOBEpSEllb. DTO 3IEKTPOHHBII
aZipec He HaJ0 UCTIOIB30BATh MIPU PETUCTPAIIMK Ha PopymMax U calTax;
He oTkpseiBait ¢aiinsl u Ipyrue BIOKEHHUS B MUChMax Jake €CIU OHH
IPULLIA OT TBOUX JApy3eH. Jlydille yTo4HM y HHMX, OTIPABIISIIM JIM OHU
TeOe 3TH (pailibr;

[Tocne oxoH4yaHusi pabOTHI HA TMOYTOBOM CEPBHUCE MEpe] 3aKPhITHEM
BKJIQJIKH C CAUTOM He 3a0y/Ib HAKaTh Ha « BBIATHY.

Kubepoynnune unu eupmyanvrHoe uzoesamebcmeao

KubepOymmmHr —  mpeclieoBaHWEe  COOOIICHUSIMHU,  COACPKAIIUMU
OCKOpOIIeHMS, arpeccuio, 3aIyTUBAHUE; XYJIHUTaHCTBO; COIMAJTEHOE
OOHWKOTHPOBAHUE C TIOMOIILIO PA3IMIHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 10 60pHOE ¢ KHOEPOYTITMHTOM:

1.

He 6pocatics B 60#. JIydmmii cioco0: TOCOBETOBATHCS Kak ceOst BECTH H,
€CIIi HEeT TOro, K KOMy MOHO OOpaTHThCS, TO BHaYalle YCHOKOUTHCH.
Ecnmu Thl HavHemb OTBEYaTh OCKOPOJCHHUSIMHU Ha OCKOPOJICHUS, TO
TOJIBKO €I11e OOJIbIIE PA30KKEIIb KOHDIUKT;
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N

VYnpasisii cBoeit kubeppenyTaimei;

3. AHOHMMHOCTH B ceTu MHuUMas. CyIllecTBYIOT CHOCOOBI BBIICHUTH, KTO
CTOWT 3a aHOHHMHBIM aKKayHTOM;

4., He cTouT BeCcTH XYJIHMTIaHCKMM o0Opa3 BHpTyajdbHOW XU3HU. MHTepHeT

(¢ukcupyer Bce TBOM JEHCTBUS M COXpaHAET UX. YJaIUTh uUX Oyner

KpalHe 3aTpyIHHUTEIIBHO;

Cobmroali cCBOW BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit emuHuuHblii HeraTuB. OJHOpPa30BbIE OCKOPOHUTEIHHBIC
coo01IeHus JTydlle UrHopupoBaTh. OOBIYHO arpeccus MpeKpamniaeTcs Ha
HayaJIbHOW CTaJuH;

/. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIICHHSIMU, B
COLIMAIBHBIX  CETAX €CThb BO3MOXXHOCTb OJIOKHPOBKHA  OTIIPABKH
COOOLICHUI C ONIPEIENIEHHBIX aIPECOB;

8. Ecnu TeI cBUnETEND KHMOEPOYIIIMHTa. TBOM NEHCTBUS: BBICTYIUTH IPOTHUB

npecienoBarens, II0Ka3arb €My, 4YTO €ro JCHCTBUSA OLICHUBAIOTCS

HEraTUBHO, NOJJEPKATh KEPTBY, KOTOPOM HYKHA IICHUXOJOTHYECKAs

OMOIIb, COOOIINUTH B3POCIIBIM O (haKTe arpeCCUBHOTO MMOBEACHUS B CETH.

o

MobunvHwiti meneghon

CoBpemeHHbIe cMapT()OHBI U TJIAHIIETHI COIEPKAT B ceOe BIIOTHE B3POCIIbII
GyHKIIMOHAN, W TEnepb OHM MOTYT KOHKYPUPOBaTh CO CTallMOHAPHBIMU
KoMmmbloTepamu. OJIHAKO, CPEJCTB 3aIIUTHI JJIs TOJOOHBIX YCTPONCTB MOKA OYECHB
Masio. TecThpoBaHWE€ W TIOMCK YS3BUMOCTEHM B HHUX MPOUCXOJUT HE TaK
WHTEHCUBHO, Kak jis [1K, To ke camoe kacaeTcs U MOOUITbHBIX MPUIIOKEHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ TMPAKTHYECKH JOTHAIU
HACTOJIbHBIE AaHAJOTH, OJHAKO pacimupeHue (yHKIMOHAJa BJ€YeT 3a CoO0oi
OOJBIIYIO CIIO)KHOCTh Y MEHBIITYIO 3aIUIIIEHHOCTD.

I[aneKo HC BCC IIPOU3BOJMUTCIIM BbIITYCKAIOT O6HOBJ’I€HI/I$I, 3aKPbIBAIOIIIHC
KPUTUYICCKUC YA3BUMOCTHU IJIsI CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesedoHa:

1. Hudero He siBIseTCS MO-HACTOsIEeMYy OecruiaTHBIM. Byab ocTopokeH,
Bellb KOT/a Tebe mpeayiararoT OecriaTHbI KOHTEHT, B HEM MOTYT OBbITh
CKPBITHI KaKHE-TO TJIATHBIC YCITYTH;

2. Iymaii, nmpexnae yem otnpaButb SMS, ¢oto wnu Bugeo. Tl TOUHO

3HACIIIb, TJI€ OHU OYyT B KOHCYHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CHCTEMY TBOETO cMapThOHa;

Hcnonp3yit aHTUBUPYCHBIE TIPOTPAMMBI JIsI MOOMJIBHBIX TEIS(POHOB;

He 3arpy>xaii nmpuioeHus OT HEM3BECTHOTO HCTOYHUKA, BEIb OHU MOTYT

coziepKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECIICUCHUE;

6. I[Tocne ToOoro kak TBI BBIWIEHIL C CalTa, TJ€ BBOAWI JIMYHYIO
nH(pOopMaIio, 3211 B HACTPOUMKHM Opay3epa U ynanu cookies;

ok w
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7. Ilepmognueckn MpoOBEps KaKWe TIUIATHBIE YCIYTd aKTUBUPOBAHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBoif HOMEp MOOMJIBHOTO TeliepoHa TOJIBKO JIFOJISIM, KOTOPBIX ThI
3HACIIIb U KOMY JOBEPSCIIIb;

9. Bluetooth gomkeH ObITH BBIKIIOUEH, KOT/Ia Thl MM HE MoJib3yelibcs. He
3a0bIBali MHOT 1A TIPOBEPSTH 3TO.

Online uepwi

CoBpeMEHHbIE  OHJIAWH-UIPBl — 3TO KpPAacOYHbIC, 3aXBaThIBAIOILINE
pa3BiieyeHUs, OOBEAUHSIONIME COTHHU ThICSY YEJIOBEK MO BceMy Mupy. Urpoku
UCCJENYIOT TaHHBIA UM MHp, OOILAIOTCS APYr C APYTOM, BBINOJHSIOT 3aJaHMS,
CpakaloTCsl ¢ MOHCTPAaMH W TIOJYYarOT OIBIT. 3a YJIOBOJBCTBUE OHM ILIATAT:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT W IPUOOPETAIOT KaKKE-TO OIIUU.

Bce 3t cpenctBa uayT Ha MOAJEpKAHUE W PA3BUTHE UTPHI, a TakKe Ha
camy O€30IaCHOCTh: COBEPIICHCTBYIOTCSI CHUCTEMbl aBTOPHU3AlUU, BBITYCKAIOTCS
HOBBIC TaT4¥ (LUGPOBBIEC 3aIUIATKU [JIS MIPOTpamMM), 3aKpbIBAIOTCS YS3BUMOCTHU
CEPBEPOB.

B momoGHBIX Wrpax CTOMT oOmacaThCsl HE CTONBKO CBOUX COIEPHHUKOB,
CKOJIKO KpaXXH TBOEro IMapoJis, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3AIIUU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu apyroi Urpok BeeT ceds MiIoX0 WM CO3[1aeT Te0e HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxamyiics aAMHUHHCTpAaTOpaM WIPbl HA IUIOXO€ TOBEIACHHE JTOTO

UTPOKA, JKEJIATEJbHO MPWIOKUTh KaKHhe-TO JO0Ka3aTelbCTBA B BUIE

CKPHHOB;

He yxa3piBail muunyro nHbOpMaIio B mpodaiiie urpsl;

YBaxkal Apyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJIBI;

Hcnonb3yl CII0)KHBIE U pa3HbIE IAPOJIH;

Jlaxxe BO BpeMsl UIPbl HE CTOWUT OTKJIIOUYaTh aHTUBUpYyC. [loka TbI

UTPACIllb, TBOM KOMITBIOTEP MOTYT 3apa3UTh.

No ko

Duiune unu Kpasica TU4HblX OQHHBIX

OObIYHOM Kpaxkeil JeHeT U TOKyMEHTOB CEroHS YK€ HUKOTO He yIuBHUIIIIb,
HO C pAa3BUTHEM HMHTEPHET-TEXHOJIOTUM 3JI0YMBIIIJICHHUKNA II€PEMECTWINCH B
UHTEPHET, U MPOJOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JIETIOM.

Tax mosiBUIach HOBas yrpo3a: HMHTEPHET-MOIICHHUYECTBA WM (DUILUHT,
TJIaBHAs 1eJb KOTOPOTO COCTOUT B TMOJYYEHMH KOH(DHUIEHIIMAIBHBIX JaHHBIX
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NOJIb30BaTeNIe — JIOTUHOB U napoieil. Ha anrnuiickom s3bike phishing unrtaetcs
kak ummHr (0T fishing — prIOHAas JI0BIIA, password — mapoJib).

OCHOBHBIE COBETHI 110 0OpHOE ¢ PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojjo3peBaellib, 4TO TBOSI aHKETa
OblTa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBAaTh €€ M COOOIIUTH
aIMUHUCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yit 6e3omacHbie BeO-CalThI, B TOM 4YHCIIC, HHTEPHET-Mara3nHoB
Y TIOMCKOBBIX CHCTEM;

3. Ucnonb3yit crnoxHble W pasHble mapoid. Takum oOpas3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBINIJIEHHUKH TOJMydYaT IOCTYN TOJBKO K OJHOMY
TBOEMY NMPODUIIIO B CETU, a HE KO BCEM;

4. Ecniu Tebs B3JIOMalid, TO HEOOXOAMMO MPEAyHpEeIuTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE J00aBJIEHBI y TeOsl B JAPY3bAX, O TOM, YTO TeOs
B3JIOMAJIM U, BO3MOXHO, OT TBOErO MMEHU OYJET pacchulaThCs CraMm U
CCBUIKHM Ha (PUIIIMHTOBBIE CANTHI;

5. YcranoBu HanexHbli nmapoiib (PIN) Ha MoOUIBHBIN TenedoH;

OTkJTI0UM cCOXpaHeHue nmapoJisi B Opaysepe;

7. He oTtkpwiBail (aiipl U JIpyrue BIOKEHHUS] B MUChMax Ja)e €Clid OHU
IOPUIILIA OT TBOUX Jipy3ei. Jlydiie yTouHM y HUX, OTHPABISIIN JIM OHU
Tebe 3T (ailibl.

o

Lugposas penymayus

Hudposas pemnyTtaius - 3TO HETaTUBHAs WM MO3UTHBHAas WH(pOpMaIUs B
cetu o Tebe. Kommpomerupyromas uHbopmaius pa3MelleHHas B WHTEPHETE
MOXET CEPhE3HBIM 00pa30M OTPA3UTHCS HA TBOEH peanbHOM xku3HH. «L{udpoas
penyTanus» - 3TO TBOM UMUK, KOTOPbIH GopMupyercst u3 undopmaiuu o Tede B
WUHTEPHETE.

TBoe MecTo KUTENbCTBA, y4eObl, TBOE (DUHAHCOBOE TOJIOKEHUE,
0COOCHHOCTH XapaKTepa M pacCcKasbl 0 OJIM3KUX — BCE 3TO HAKAILJIUBACTCS B CCTH.

MHorue noApOCTKHA JErKOMBICIEHHO OTHOCSTCS K MyOJIMKalud JTUYHOU
uHpopmanuu B MHTepHETE, HE MOHMMAas BO3MOXKHBIX MOCHENCTBUMA. Thl naxe He
CMOJKEIIb JOrafaTrbcs O TOM, 4To Gororpadus, pazMelIeHHas 5 JIeT Ha3al, cTaua
MPUYMHON OTKAa3a MPUHATH T€OS HA paloTy.

KomMmenTapuu, pasmenieHre TBoux ¢otorpaduii U Apyrue ACUCTBUS MOTYT
HE HCYE3HYTh JaKe IOCIE TOT0, KaK Thl WX yAaldullb. Tbl HE 3Haellb, KTO
COXpaHWJ ATy HH(OpPMAIMIO, TOMajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJIach JU OHA, a TJIABHOE: YTO MOAYMAIOT O Tebe OKpY’)Kalollee I0/IH,
KOTOpbI€ HAaWAYT U yBUAAT 3T0. Halitn mH(pOpMaILMi0O MHOTO JIET CITyCTSI CMOXET
000 — KakK U3 10OpBIX NOOYKIEHHH, TaK U ¢ HAMEPEHUEM MIPUYUHHUTD BpeJ. ITO
MOET OBITh KTO YTOJTHO.


http://gimn-keg.ru/setevichok.htm

OCHOBHBIE COBETBI T10 3aITUTE IIUPPOBON pEIyTaIUH:

1. Tlomymaii, mpexae 4eM YTO-TO MyOJMKOBaTh M TepeaaBaTh y ceOs B
OJi0Te WK B COLMATIBHOM CETH;

2. B HacTpoiikax nmpouis YCTAaHOBH OTPAaHUYCHHS HA MPOCMOTP TBOETO
IpOQHIIA ¥ €r0 COJACPKUMOTO, CICNIall €r0 TOJIBKO «JIJIS IPy3ei»;

3. He pa3memnaii u He yka3bpiBali HH(POPMAIIMIO, KOTOpPas MOXKET KOT0-JTH00
OCKOPOJISATH WA OOMKATh.

Aeémopckoe npaso

COBpeMeHHBIe IMKOJBbHUKHN— AKTHUBHBIC II0JIB30BAaTCJIN I_[I/I(l)pOBOFO
IIPOCTpPaHCTBA. OIIHaKO JAJICKO HE BCE€ 3HAIOT, 4YTO IIOJIb30BAHHUEC MHOI'HMMMH
BO3MOXHOCTAIMH I_[I/I(prBOI“O MHpa Tpe6y€T CO6J'IIOI[€HI/IH IIpaB Ha
HHTCIUICKTYAJIbHYIO COOCTBEHHOCTb.

TepMI/IH «MHTCIICKTYAJIbHasA COOCTBEHHOCTB» OTHOCHUTCS K Pa3iInYHbIM
TBOPCHUAM YCJIOBCUCCKOI'0O YMa, HaYHWHAAd C HOBBLIX I/I306peT€HI/Iﬁ N 3HAaKOB,
0603HaanOHIHX COOCTBEHHOCTh Ha IMPOAYKTHI U YCIYI'H , U 3aKaHYMUBas KHHUI'aMH,
(bOTOFpa(bI/ISIMI/I, KI/IHO(l)I/IJ'II)MaMI/I U MY3BbIKAJIbHBIMH ITPOU3BCACHUSAMU.

ABTOpCKHE TpaBa — 3TO MpaBa HAa UHTEIUICKTYaJIbHYI0 COOCTBEHHOCTHh Ha
MIPOM3BEICHUSI HAYKHU, JIATEPATYPbl U UCKYCCTBA. ABTOPCKHE MpPaBa BHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO WHTEJUICKTYaJbHBIN/TBOPUYECKUN TPy aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTU 3apaboTaTth Ha
pe3yabTarax CBOEro TpyJa, MOJIYYUTh W3BECTHOCTh W Tpu3Hanue. Hukto 6e3
paspelieHus aBTOpa HE  MOXET  BOCIPOU3BOJWUTH €ro  MPOU3BEICHUE,
pacnpocTpaHsiTh, MNYOJIMYHO JEMOHCTPUPOBATH, MpPOJaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO HCHOJHATH, MOKA3BIBATH/UCIIONHITH B dduUpe WiH
pasmewars B IHTEpHETE.

Hcnonb30BaHne «IUPATCKOrO» MPOrpaMMHOTO  OOECIEYEHHS] MOKET
IIPUBECTM K MHOTMM pHCKaM: OT IIOTEPH [aHHBIX K TBOMM AaKKayHTaM [0
OJIOKUPOBKHM TBOETO YCTPOWCTBA, TJI€ YCTAaHOBJICHHBIA HE JEralibHas Mporpamma.
He crout Ttakxe 3a0biBaTh, 4YTO CYIIECTBYET JierajbHble M OecIUIaTHbIE
IIPOTPaMMBbl, KOTOPBIE MOKHO HAWTH B CETH.

O nopmane

CereBU4OK.p(h — TBOH IJIaBHBIM COBETYMK B CETU. 3/1€Ch Thl MOXKEIIb y3HATh
0 0€30MaCHOCTH B CETH MOHSATHBIM U JOCTYIHBIM A3BIKOM, @ NMPH BOSHUKHOBEHUU
KPUTHYECKON CUTyallud OOpaTUTHCSA 3a COBETOM. A TaKKe MPUHATH y4acTHE B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !
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